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MpuBMNErMpoBaHHbIN AOCTYN — peanbHas U pacnpoCcTpaHeHHas yrposa

3N10YMbILLNEHHUKYM CEHOT XaoC MO BCEMY MUPY, COBepLUasn HOBeliLuMe, TWaTeNbHO CMAaHUPOBaHHbIE U M30WPEHHbIe kKnbepaTaku, KoTopble
HaLeNeHbl HEMOCPEACTBEHHO Ha CamMble LieHHble akTUBbI NpeAnpuaTUs. Bce Donblie opranv3aLmnii BHeAPAOT NPUOpUTETHbIE 0bAaUHbIe
CTpaTervin v MeTOAWKM MHTErpUPOBaHHOM pa3paboTku v kcnayataumn (DevOps). 3T0 NPUBOAWT K YBEAUUEHWIO NMOBEPXHOCTY aTaky v
NpesoCTaBAAET 3/10YMbILUNEHHVKAM HOBblE BO3MOXHOCTY AN MCMOAb30BaHNA He3aLLMLLEHHbIX KOPNOPATUBHBIX PECYPCOB. [TPOHVKHYB B CET,
OHV WLLYT AOCTYMN K CambIM LIEHHbIM MHOOPMaLMOHHbBIM PecypcamM NpeanpuATHa, YTobbl NPUUMHUTL BPeA penyTaLuy, obecneunts GrHaHCoOBbIE
noTepw W YKpacTb MHTENNEKTYaNbHYH CODCTBEHHOCTb. MI3BECTHbI Takke Cayyan, KOr4a camu COTPYAHWKM pa3raallani KoHGUAEHLanbHyHo
MHOOPMaLMIO NOCTOPOHHUM WMAW CO34aBann NPEeANOChIIKM ANs HaHeCeHna yulepba BHYTpU KomnaHwu. o ouerkam Forrester, 80% HapylieHwit
6€30MacHOCTY CBA3aHO C MPUBUAETVIPOBAHHBIMU YUYETHBIMU AAHHBIMU'.

MpuBMAETMPOBaHHbIE akkayHTbl M NPeAOCTaBAAEMBIV MMM AOCTYN — 3TO KPYMHENLWe Ha CErOAHA YA3BMMOCTW B OpraHn3auuax. loyemy
BHyTpeHHI/Ie M BHELLHME 3/10yMbILLNEHHUKN HalleNeHbl Ha MPUBANETMPOBaHHbIE akkayHTbl KOMNaHMu?
® MpyBnernpoBakHbie akkayHTbl CyUECTBYIOT MOBCIOAY: B KaX/AOM CETEBOM YCTPOICTBE, 6a3e AaHHbIX, NPUNOXEHUN U CepBepe, B OKaNbHbIX
1 00NaYHbIX CPeAaX, MPOMBILNEHHBIX CUCTEMaX YNPaBAeHUA v Ha BCEX CTaAMAX MPOL,ecca HTErprpoBaHHOV pa3paboTku 1 3KCnayaTaLum.
® [puBKMAETNPOBAHHbIE aKkKayHTbI, UCMONb3yeMble Kak MHOAbMY, Tak W MallMHamu, NPeAoCTaBAAtoT Hanbonee NOMHbIA 4OCTYN K
KOHOMAEHLMANbHBIM AaHHBIM W CUCTEMAM.
® [MpuBMAETMPOBaHHbIE akKayHTbl MMEHOT OOLWMIA aAMUHWUCTPATUBHBIV AOCTYM, YTO A€NaeT UX NOAb30BaTeNell aHOHUMHBIMY .
® [puBUNErMPOBaHHbIE akKayHTbl MPEAOCTAaBARIOT CAMWIKOM LUMPOKME NpaBa A0CTyNa, BbIXOAALLME AaNeKo 38 PaMKu HEOHBXOANMBIX
NoNb30BaTENAM ANA BbINONHEHWA CBOMX AOXKHOCTHbIX 0OA3aHHOCTEN.
® [puBMAETUPOBaHHbIE aKKayHTbl HE MOABEPratoTCA MOHUTOPUHIY U MPOTOKOAMPOBAHMIO, @ 3HAUMT, OCTAROTCA He 3aLLUULEHHbBIMMW.

Mpole roBops, NPVBUETMPOBaHHbIE akkayHTbl MO3BOASIOT NHOOOMY X BAaAe/bLy KOHTPOIMPOBATh PECYPChI OpraHu3aLuu, OTKAKYaTh
cucTemMbl 6€30MacHOCTN 1 MoNyyYaTh AOCTYM K OFPOMHbIM 06bEMaM KOHGUAEHLMANbHBIX AaHHbIX. BCe MPOrHO3bl CBUMAETENLCTBYHOT O TOM, UTO B
HacTosLLee BpeMa 6e3 Haanexalluux Mep 3n10ynoTpebaeHne npyuBUAErvpOBaHHbBIMU akkayHTaMu TONBKO yCuanTcs. MepesoBoi OMbIT yka3biBaeT
Ha HEOBXOAMMOCTb BKAKOUEHWS MPUBMAETMPOBAHHbBIX akKayHTOB B OCHOBHYHO CTpaTervio 6e30macHoCT1 koMnaHuu. NpuBraerpoBaHHslie
aKKayHTbl CO3atoT npobnemy 6e30MacHOCTM 1 TPebYIOT BHEAPEHWSA MEXaHW3MOB 0COBOr0 KOHTPOAA 3alLWTbl, MOHUTOPVIHTE, OBHapyXeHNs,
OMoBeLLEHUA 1 pearnpoBaHus Ha BCe AeVCTBUA C HAMM.

ﬂpVIBVIﬂeI'VIpOBaHHbIe Y4€THbI€ OAHHbIE — KJ/THOYU K «LAapPCTBY VIH(bOpMaLI,VIOHHbIX TEXHOIOTUN»
MpuBMAErMpoBaHHble yUYETHbIE JaHHbIE OTKPLIBAOT ABEPb B «LIapPCTBO MHGOPMALMOHHbIX TEXHONOTM». OHW MO3BOAAKOT NOAYUNTL AOCTYM K
NPUBMNETVPOBAHHbBIM akKayHTaM 1 TPebYIOTCA BHELUHWUM W BHYTPEHHMM 3710y MbIWAEHHWKAM ANS NPAMOrO MPOHUKHOBEHUA B CaMoe «CepALie»
npeanpuatus. Kak pe3ynbTar, 3alimTa KPUTUYECKM BaXHBIX CUCTEM M KOHOUAEHLMANbHBIX AaHHbIX OPraHW3aLymn HanpaMyto 3aBUCUT OT YPOBHS
6e30MacHOCTU NPUBMAETUPOBAHHBIX YUETHbIX AaHHbIX, HEOOXOAMMbBIX ANA UCMONL30BAHMA 3THX PECYPCOB.

CeroaHa Ana NOATBEPXAEHNA AOCTyNa NOAb30BATENEN U CUCTEM K MPUBUAETMPOBAHHbBIM akkayHTaM HONbLUMHCTBO OpraHu3allvii nonaraetca Ha
coyeTaHne NPUBUAErVPOBAHHbIX YUETHBIX AaHHbIX, TaKuX Kak napoau, karoum API, cepTudukaTsl, ycTpOiAcTBa naeHTUdMKaLMM 1 katoun SSH. be3s
Hajnexallei 3almTbl 3Th LieHHble KOHUAEHLMaNbHbIE U YUETHbIE AaHHbIE MOTYT HBbiTb CKOMNPOMETUPOBAHbI 3M10YMbILLNEHHNKAMU C LieNbto
NPUCBOEHNA NPUBMAETVPOBAHHbIX akKayHTOB ¥ VX MCMONb30BaHWA ANA AaNbHeWnX aTak Ha opraHu3aLvio. PesyasTaTel UcCaefoBaHNA
knbepbe3onacHOCTM CBUAETENLCTBYIOT O TOM, UTO ANA YCMELIHOM aTaku 310yMbIWAEHHUKY AOCTaTOYHO NOAYUMTb AOCTYM K
NPUBMAETMPOBaHHOMY akkayHTy. CiedyeT OTMETUTL, YTO HEKOTOPbLIE OpraHu3aL M HauMHatoOT 3alUMLLiaTh NPUBUAETVPOBaHHbIE Napoay,
NO3TOMY 3/10YMbILLNEHHVKM BbIOUPAOT AN atak SSH-KAKouW, KOTOpble 4acTo ynyckaroTca 13 Buay npv obecneyeHny 6e30nacHoCT
MPUBMAETVPOBAHHDBIX akkayHTOB.

,[LI'IFI NPEAOTBPALLEHNA LieNeHaNPaBNeHHbIX aTak, ANA4 3allnThl Ktouen ot «LlapCTBa NT» n KOH(bI/IAeHLI,VIaIIbHOVI VIHq)OpMaLLMVI ot
KI/16epI'IpeCTyI'IHI/1KOB OopraHusaunm JOKHbI BHEAPATh CTpaTernto 6e30nacHoCTH NPUBNNETMPOBAHHOIO A0CTYyMa, KOTopas BKAKOYaeT B cebs
ynpexzaatowyro 3awmnty 1 MOHUTOPUHT BCEX NPUBUAETMPOBaHHbIX KOHq)I/],CI,eHLLl/IafIbeIX n yqéTHbIX JaHHbIX.

Yuntecb y npodeccnoHanos: CyberArk Privileged Access Security

KomnaHusa CyberArk — nuaep npoduabHOro pbiHka 1 aBTOPUTETHBIV 3KCNepT no 6e30MacHOCTM NPUBKUAETMPOBaHHOTO AocTyna. Mbl obaasaem
Hanbonee OOraTbiM OMbITOM CPEAM BCEX MOCTABLLMKOB NOAOOHbIX PELIEHNA N UCNOAb3yeM ero And paboThl C HALIMMK 3aKa3uvkami B pamkax
UETKOro v 3GGEeKTUBHOrO NOAXOAA K YNPABAEHMIO PUCKaMK, CBA3AHHBIMM C MPUBUAETVIPOBaHHbIM AOCTYMOM.

[N CHXeHUs pricka CepbE3HbIX yTeuek AaHHbIX NPeAnpuaTUaM He0OXOANMO BHEAPATL pelleHre No obecneyeHnto 6e30MnacHoCTy,
creyyanbHo NpeAHasHayeHHoe AN 3aluTsl NprBKaernpoBaHHoro goctyna. Pewenve CyberArk Privileged Access Security BkaroyaeT B ceba
BO3MOXHOCTW KOMMJIEKCHOM 3aLLMUTbl, MOHUTOPWHIA, BbISBAEHNS, OMOBELLEHNA U OTYETHOCTM, NMO3BONSAIOLLME ONepexaTb 3/10YMbILLAEHHUKOB
obecneunBaTb 6€30MacHOCTb Hanbosee BaxHbIX PECYPCOB OpraHu3aLmm.

"The Forrester Wave™: «YnpaBneHve npuBuAErMpoBaHHbIMY MAEHTUGUKALMOHHBIMA AaHHbIMW», 3-ii kBapTan 2018 r.
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Bbl npaBuinbHO OLUEHNBAETE YPOBEHDb pVICKa?

CornacHo Hawemy HegasHemy oTyety o naHawadte yrpo3 2018 roga, 89% MT-cneunanncroB Npu3HaroT TOT GakT, YTO 3almTa MHGPaCTPYKTYpbl
W KPUTUYECKM BaXHOV MHOOPMaLIMK He MOXET CUNTaTbCA NONHO be3 obecneyeHns 6e30MacHOCTU NPUBUAETMPOBAHHbIX akKayHTOB, YYETHBIX 1
KOH®UAEHUMaNbHBIX AaHHbIX. OAHAKO MHOTME U3 HKX OTMEYatoT, UTO B VX OPraHM3aLmax A0 CUX MOP He MCMONb3YeTCA peLleHre no
obecneyeHnto 6e30MacHOCTV NPYUBUAETMPOBAHHOMO AOCTYNa, XPaHEHUIO MPVBMUAETVPOBAHHBIX M/ alMUHUCTPATUBHBIX Napoei v
ynpaeneHuto nmu. bonee Toro, B otyeTe 2018 rofa coobLaeTca 0 HeAOCTaTOUHbIX Mepax ANA 3alWTel OT BPeAOHOCHOrO MO 1 CNOXHbIX aTak.
Mpw 370M, 87% PECNOHAEHTOB yKa3anu, YTO OHW NO-MPexHeMy NO3BOAAIOT NOAb30BaTeNaM paboTaTb C NPUBMAETMAMMU NOKANbHOTO
aAMVHWUCTPATOPa, KOTOPbIe, Kak Mbl 3HaeM, HeOOXOANMbI DONbLIMHCTBY BPEAOHOCHBIX MPOTPaMM AN 3aKpenaeHus B opraH nsauyuun. Couetanmne
YUYETHbIX 3anMCeit Noab3oBaTeNeil C NpaBamu N0KaAbHOMO aAMUHVCTPUPOBAHUA C peanbHbIMW aAMUHUCTPATOPaMM CO3 AaET NOCTOAHHO
YBENUMBALOLLLYIOCA MOBEPXHOCTb aTaku, CBA3aHHYHO C MPUBUAEMVIPOBAHHbBIMU akKayHTaMu.

Kpome Toro, 6e3onacHocTs cpes DevOps eLé He 4OCTUINA YPOBHA 3peN0CTU TPAAMLMOHHBIX KOPNopaTnBHbIX VT, TTonoBMHA pecnoHAeHTOB He
VIMEIOT CTpaTervin NpuBMAErMpoBaHHOM be3onacHocTv ana obnaunbix cpea vav DevOps. Moyt 40% 13 HKX XpaHAT Napoav v
KOHOUAEHLMANbHYIO MHPOPMALIMIO NPUBUAETVPOBAHHbIX akKayHTOB B MPOCTbIX TEKCTOBbIX Gaiifax, KOTopble, HECMOTPSA Ha CBOK LLEHHOCT,
ocTatoTca 6e3 ynpasneHua v 3awutel, Gopmupys cpedy C BbICOKOW CTeneHbto pricka. Koraa Bbl 0CO3HaeTe puck Ana 0BblUHOTrO NPeAnpUaTUE,
CBA3AHHbIV C [HEAOCTAaTOUHO] 630MaCHOCTbIO NPUBMAETMPOBAHHOIO A0OCTYNa, a 3aTeM TOT dakT, uto 6oaee vem B 80% ycnelHbIX aTak 3a
nocneZHve 8 net 6bIAM UCNONb30BaHbI NPVBUAETUPOBAHHbIE aKKayHTbl, CTAHOBUTCA NPeAeNbHO ACHO, Ha YTO AO/KEH ObiTb HanpasaeH naaH
aencremin NT-cneumanmncros.

CooTBeTcTBME HOPMATUBHbLIM TpeboBaHUAM — BbITb UK HE BbITb
YBENUMBAOLLMIACA PUCK N3OLLPEHHbIX YTPO3 BbIHYXAAET yKecTouaTh TpeboBaHusa Takux cTaHAapToB, kak PCI DSS, Sarbanes Oxley, NIST,
NERC-CIP, HIPAA, GDPR 1 SWIFT CSCF, B 061acTvt COOTBETCTBUMA KOHTPOASA, YNPaBAeHNA 1 MOHUTOPUHTA NPUBMAErMPOBAHHOTO A0CTYyNa.

He vmes NonHOro npeacTaBaeHns o CBOen NPUBMAETMPOBAHHOW CPee, OpraHn3aLmn PUCKYIOT He NPOMTU NPOBEPKY, YTO NPUBEAET K
nocaeayroLLMM KpyMHbIM WTpadam. M uto 0cobeHHO BaxHO, 6e3 cTpaTernm 3aluTsl NPUBUAETMPOBAHHOTO AOCTYMa OHM MPOAO/IKAIOT
0CTaBaThCA YA3BUMBIMYW Mepes CepbE3HbIMM HapyLIeHNAMK 6e30MacHOCTH.

KTo Bawwu npuBunernpoBaHHbIE nonb3oBaTenn?

KomnaHuu 4acto ocTaBaAtoT 6e3 BHUMaHWUA MHOTOUMCAEHHbIE BO3MOXHOCTY A0CTYNa K NMPUBUAETVPOBAHHBIM akkayHTam. Y HWX NpakTMyecku
OTCYTCTBYIOT ONpeeneHHble MOAMTUKM BE30MacHOCTU W ayanTa AN KOHTPOAA CBA3AHHBIX C HUMU PUCKOB. AHOHUMHbIN HEKOHTPOAMPYEMbIV

[OCTYN K 3TUM akKayHTaM OCTaBAsieT OpPraHM3aLmmn OTKPbITbIMK A8 310YNOTPEDNEHNI 1 MOXET HaHECTW UM BPeA B ClyYae KOMMPOMETaLMK.

YnanéHHble NOCTaBLLMKN. HpMBMﬂeFMpOBaHHbIVI A0CTYyNn NPefoCTaBNAEeTCA NoAPALUMKAM ANA BbIMONHEHUA AO/KHOCTHbBIX
O6F|3aHHOCTel71, Mo3BOJIAA UM pa6OTaTb noj NokKpoBoOM aHOHWUMHOCTK. MNonazgas B l/IT—cpeay KOMMNaHnNn, y,ﬂ,afléHHbIe nocTaBLWnKn
VMERT HeorpaHn4yeHHble npasa, aHaNornM4yHble NpaBam noboro «CTaHAaPTHOro» NPUBUAETMPOBAHHOIO NOJAbL30BaTENA, N MOTYT
NOBbIWaATh X ANAa AOCTYyNa K KOHq)VIAeHLLI/Ia/'IbeIM AaHHbIM BO BCEN OopraHmnsaunn.

/\ Pacnopsigutenu runepersopos nnu 06nayHbIx CepBepoB. 5M3HEC-I'IpOLLeCCbI, CBA3aHHblIE C CbMHchaMM, KaApaMn 1 3akynkamy,
nepeBoAATCA B obnavHble NpUNoXeHna, noABepraa akTnsbl NPeanpuATNA BbICOKOMY pUCKY BBUAY LUMPOKOro A0CTyNa,
npeaocTaBaAeMoro agMMHUCTpaTopam 061a4HbIX cpea.

EAY

CuctemHble agMuHMcTpaTopsl. [pakTnyeckn kaxaoe ycTpoictBo B UT-nHdpacTpykType (Kaxaas KOHeYHas Touka van cepsep)
VIMeeT KONNEKTUBHBIN akKayHT C MOBbILEHHbIMW NpUBKAErMAMM K BecnpenatcTBeHHbIM gocTynom k OC, ceTam, cepepam 1 basam
[aHHbIX.

A,D,MI/IHI/ICTpaTopr I'IpI/IJ'IO)KeHVII7I nnm 6a3 gaHHbIX. AAMVIHI/ICTpaTOpaM I'Ipl/l}'lO>K€HI/Il7I nan 6a3 AaHHbIX NPEeAOCTaBaAAETCA LLIVIpOKl/IIZ
A0CTYyn ANA ynpaBneHna BblAeNeHHbIMW CCTEMaMN. Cero MOMOLLBKO OHWM TaKXe MOryT NOAKAHOHaTbCA NPaKTUYeCKn K N0ObIM
Apyrum 6azam AaHHBIX NN NPUNOXKEHWAM Ha NPeAnpUAaTUn.

OTpenbHble 613Hec-nonbaoBaTenu. PyKoBOAMTENM BbICLLIErO 3BeHa U COTPYAHUKM WT-nojpasaeneHnii 4acto MeroT
Q NPUBMAETMPOBAHHBIN AOCTYN K BU3HEC-NPUNOKEHUAM, COAEPXALLUM KOHDUAEHLMANbHYIO MHGOPMaLMio. [Tonazas B pyku
&? 3N10YMbILUNEHHVIKOB, 3TW YYETHbIE AaHHble OTKPbIBAOT AOCTYN K GMHAHCOBbIM MOKa3aTeNaM, UHTENNEeKTYanbHON COOCTBEHHOCTM 1
APYroi KOHGUAEHLMANBHON MHPOPMALIMM KOMMaHUU.

KoHeuHble nonb3oBatenu. OueHb MHOTVE KOMMaHWV NO-MPEXHEMY NPeAOCTaBAAKOT KOHEYHBIM MO/b30BaTENAM NPaBa 0KaAbHOrO
9 aAMVHVCTPaTOPa ANA peLleHns Takux 3ajad, kak yctaHoska MO uam HacTpoiika npuHTepa. [Monasas B Yyxue pyku, 311

NPYBMAETMPOBaHHbIE YUETHbIE AaHHbIE B MEPBYHO OYepesb Aat0T 310yMbILLAEHHMKAM BO3MOXHOCTb MOAYUYUTb AOCTYN K GUHAHCOBbIM
nokasaTenam, MHTeNNeKTyaNbHOK COBCTBEHHOCTU U APYroi KOHGUAEHUMANbHOK MHPOPMaLMK KOMMaHUN.

?CyberArk, «Otuet CyberArk o rno6ansHom naHawadTe Hoseiiwmx yrpo3 3a 2018 r.», 2018 .
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= CoumanbHble ceTu. [puBMAETMPOBaHHbIA A0CTYN NPeAOCTaBASETCA AN aAMUHUCTPUPOBAHUSA BHYTPEHHMX 1 BHELIHMX

I@ coupanbHbix ceteit komnaHum. Kpome Toro, COTPYAHUKM ¥ MOAPAAUMKM NOAYUaOT MPUBMAETMPOBAHHbIA AOCTYN Af Ny6AMKaLmUK
CBOMX COBCTBEHHBIX 3anuceit. HeHaanexatiee MCNOb30BaHWeE TakMX YUETHBIX AaHHbIX MPUBOAMUT K Kpaxe akKayHTOB W

HaHeceHWto yulepba TOBapHOMY 3HaKy OpraHW3aumuu uau penytauum pyKoBOACTBa.

Mpunoxenust. MPUNOXeHU NCNOb3YHOT NPUBKAETVPOBAHHbIE akKayHTbl ANS B3aUMOAENCTBIA C APYTIMU NPUAOXKEHNAMMY,
cueHapuamu, 6aszamu AaHHbIX, Be6-Cyx6amu 1 T. A. 3TN akkayHTbl YacTO YMyCKatoTCA U3 BUAY U CO3Aat0T CePbE3HYIO Yrpo3y n3-
3@ pesKoi CMeHbl Maponel U CTAaTMYHOCTU YUETHBIX AaHHbIX. Xakep MOXET UCMONb30BaTh Takye TOUKW aTaku ANs PaclUMpeHus
NPUBMAErPOBAHHOTO AOCTYNa Ha BCe PECYPChbl OPraHM3aLmnu.

DevOps. Cpeabl DevOps No3BoAOT OpraHM3aLmam AOCTUTaTb BbICOKOrO YPOBHA MMOKOCTM 3a CYET aBTOMATMUECKOro
@@ CO3AaHNA 1 Pa3BEPTLIBaHMA CIYX6 1 NpuaoxeHnin. Ana goctyna K MHGOPMaLMK, APYrvM NPUAOKEHUAM U Cyxbam 1M
TPebyroTCA CeKkpeTbl 1 YUYETHbIE AaHHbIe, KOTOPble AOMKHbI HAXOANTLCA NOA 3almToi. Kpome Toro, Tvnosble cpeabl DevOps
NOAAEPXMBAIOTCA HECKONBKMMM MOLLHBIMV MHCTPYMEHTaMK, KaX /bl U3 KOTOPbIX YNPaBAAETCA Yepes KOHCONb
AAMUHWCTPUPOBaHKA. [lna AOCTyNa K Hell UCMONb3YHOTCA NPUBMAETMPOBAHHbIE YYETHbIE AaHHbIE, Takke TpebytoLime 3almnThl.

[MonuTnka npeBsbiLlle BCEro: cornacoBaHune ynpasneHus puckamu c 6|/|3Hec-u,en9||v|v|

MepesoBOV OMbIT CBMAETENLCTBYET O HEOOXOAMMOCTU CO3AaHUA, BHEAPEHUS N CODMOAEHNA NONTVK DE30MacHOCTU NMPUBUIETMPOBAHHOTO
ZOCTYNa B OPraHn3aumax Anf CHUXEHNA pucka cepbEsHblX HapyLlWeHnid. dbGekTnBHAs 3alLnTa v COOTBETCTBME KOMMAHUN HOPMATVIBHbIM
TpeboBaHMAM HaUYMHAKOTCA C NPOAYMaHHON peannsauuy 61U3HeC-noaUTUKL. B eé 0CHOBE AO/KEH N1eXaTb NOAXOA, rapaHTVPYHOLWMIA CHIKEH e
PVICKOB BHELLHWX W BHYTPEHHUX Yrpo3 1 3710ynoTpebaeHuit, a Takke 0b6ecrneunBatownin CobNtoAeHe CTPOTMX roCyAapCTBEHHBIX W OTPAC/EBbIX
TpeboBaHw.

Obwas TexHonornyeckas nnatgopma CyberArk

Mnatdopma CyberArk 13HauanbHO OpPUEHTUPOBAHA Ha 3aLLMTY NPUBKAETMPOBAHHOTO AOCTYNA ¥ 06beAMHAET MOLLHYIO 6a30BytO
NHOPACTPYKTYPY C KNOUEBBIMW NPOLYKTaMV ANs NPEAOCTaBAEHUA Hanboee KOMMNEKCHOTO peLleHns opraHmu3aL/am atboro pasmepa.

OcHoBa WHOPACTPYKTYPbI — 3TO N30NMPOBAHHbIN cepBep 6e30MacHOro XpaHeHNs AaHHbIX, YHUGULMPOBaHHaA NoAcucTeMa 06paboTku NOANTHK,
MeXaHW3M 0bHapyXeHus 1 ypoBHM Be30nacHOCTH, obecneyunBatoLLe MaclLTabUPYeMOoCTb, HAAEKHOCTb W MOJHYHO 3alyuTy
MPUBMAErVPOBAHHOTO A0CTyMa. [MbKas apx1TekTypa MOXeT HAUMHATbCA C ManblX Pa3BEPTHIBAHUIA 1 MaclUTabMpOoBaTh A0 CaMbIX KPYMHBIX W
pecypcoemMKyx KOpnopaTuBHbIX Pa3MepOoB.

Tonbko CyberArk npejocTaBadaeT peweHna, KOTopble NO3BONAKOT 3alllMiliaTh, KOHTPONIMPOBATL N MPOBEPATb yLJéTHbIe JaHHble nonb3oBatenen u
I'Ipl/l}'lO>K€HVII7I, NPEeAOCTaBNATb AOCTYN C MUHUMAIbHBIMW TMPUBUNETUAMUN, a TaKXe YNPaBAATb MPNUIOXEHNAMU HA KOHEYHbIX TOUKaX 1 CepBepax.
KpOMe TOrO, 3TV pelweHna obecneumsarot 3alWnTy, MOHUTOPWHT N aHann3 BCeW I'Ipl/IBW'Iel'MpOBaHHOIZ aKTMBHOCTM C aKTVBHbIM OMOBEeLLEHVEM
06 aHOMaNbHOM NnoBeAEeHNN. JTO KOMMAeKCHoe peleHre KopnopaTnBHOro ypoBHA npejHasHavyeHo ANA 3alliTbl, MOHUTOPUHTa, o6Hapy>KeH|/m
W pearnpoBaHna Ha yrpo3bl. OHo He Aonyckaet q)a}'IbCl/I(b\/IKaLI,I/IVI, NOAAEPXKNBaET MaCLLITa6I/IpOBaHI/Ie 1 obecneyvBaeT Makcnm a/lbHYHO 3aUWmnTy
CNOXHbIX pacnpeaeﬂéHme Cpesa OT BHYTPEHHUX 1N NepeaoBbIX atak.

PELLEHWME CYBERARK PRIVILEGED ACCESS SECURITY

ENDPOINT PRIVILEGE CORE PRIVILEGED APPLICATION

MANAGER ACCESS SECURITY ACCESS MANAGER
STANDARD

ObecneyeHne 6€30MNaCHOCTM YHETHBIX JaHHbIX 1
ynpaBsneH1e ceaHcamu € y4eToM PUCKOB /1A
MUHMManbHble NpUBUAETN 3alLUUTbI OT aTaK YnpaBsneHue cekpeTamm ana

W 33LLMTA OT KPaXKM YYETHbIX NPUIOXKEHWUIN, NHCTPYMEHTOB,

[aHHbIX Ha PaboyYmnx CTaHLMAX ADVANCED KoHTeliHepos v DevOps

MuHUManbHble
NPUBUAErMN HA CepBepax
1 3alLMTa KOHTPO/IEPOB

[OMEHa

[JlocTyn yaaneHHbIx
MOCTaBLUMKOB K
nnatdopme CyberArk

NOKAJIbHbIE CPEAbI TMBPUAHBIE CPEADI OBJTAYHbIE CPEAbI
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Master Policy™— npocTtoe, yHuduumpoBaHHOe U HENPEB3ONAEHHOE peLleHne Ang NpUopuTETHOro

onpeneneHnda NOAUTUK

Master Policy npefocTaBnaer MHHOBALMOHHBIA MexaH3m 06paboTku NOAWUTUK, NO3BONAIOLLMIA 3aKa3ynKam ONpeaenaTb, Peryamposats 1
KOHTPOMPOBaTL NOANTUKY 6E30MaCHOCTU MPUBMAETMPOBAHHOTO AOCTYMNa, UCNONb3YA EAVHbIN, MPOCTOV MHTEPDENC Ha eCTECTBEHHOM A3bIKE.
Hekoraa cnoxHbiit npolecc npeobpasoBarmna OU3HEC-MOANTUK 1 MPOLIEAYP B TEXHUYECKME HACTPOVKM CTAHOBUTCA NerkUM B YNpPaBAeHUN ¢
MOHATHBIM ANA BCEX Y4aCTHUKOB OU3HEC-NPOLLECCOB OpraHn3aLium, BKOYaA CNeLmnancTos no 6e3onacHocTy, puckam v ayauty. Master Policy
nexwT B ocHoBe pelwenna CyberArk Privileged Access Security Solution, obecneunas yao6Hoe, yHUOMLMPOBAHHOE U MaKCUManbHO
3hdekTMBHOE yNpaBaeHe NoaNTIKaMK.

Master Policy npeobpa3syeT nucbMeHHble MOANTAKM 6€30MacHOCTW B TEXHUYECKME HACTPOIKY V1 YNPaBASET MU Ha eCTECTBEHHOM A3bIKe.
bnarogaps AaHHOMY peLleHnto MexaH13Mbl KOHTPOAA 6e30MacHOCTU NPYBMAETMPOBAHHOIO AOCTYNa MOTYT BHEAPATLCA 3a CUMTaHble MUHYTHI,
yckopas npowecc, kotopblii 6e3 Master Policy 3aHnMan 6bl HECKONLKO AHER uan aaxe Heaenb. Master Policy no3sonser 6bICTPO BHeAPATH 1
rMbKO onpesensTb rnobanbHyto KOPNopaTUBHYIO NOAUTUKY, OAHOBPEMEHHO NpeaycMaTprBas KOHTPOAM PyeMble U TOYHbIE UCKKOYEHNA C
YUYETOM YHUKANbHbIX IKCMAyaTaLMOHHBIX NoTpebHocTeln OC, pernoHanbHbix G1ananos uav b13HeC-noapasseneHuii.

Digital Vault™

OTMeueHHOe Harpasamu, 3anateHToBaHHoe pelleHue Digital Vault™ — 310 M30AMpoBaHHbIN 3aWMLLEHHbIN cepeep ¢ wndposaHuem FIPS 140-
2, KOCTYN K KOTOPOMY BO3MOXEH TObKO Yepes creuyanvampoBaHHble 6e3onacHble NpoTokonbl. Ans obecneyerna LeaoCTHOCTM BCE MPOAYKTbI
CyberArk pabortatoT ¢ 3aWMLLEHHBIM XpaHUAULLEM HanpaMyto. OHU 0OMEHMBAIOTCA AaHHbIMK, NO3BOAAA BCEM MOAYAAM U KOMMNOHEHTaM
6e30nacHo B3aUMOAECTBOBATL APYT C APYroM M UCMONb30BaTh NPenMyLiecTBa 6e30MacHOro XpaHeHua naponew, katouelt SSH, napameTpos
NOAUTUK W XYPHANOB ayAnTa B NOKaNbHbIX, TMOPUAHBIX M 0ONauHbIX cpedax. [1py 3TOM OTCYTCTBYET eAnHas Toyka oTKasa.
® Pa3generne 00A3aHHOCTEN U XECTKUIA KOHTPOb A0CTyNa. AAMVHMCTPATOP 6€30MacHOro XpaHuauLLa He UMeeT A0CTyna K CoAepXallumcs
B HEM YUYETHbIM AaHHbIM, YTO CMOCOBCTBYET HaZnexalleMy pa3aeneHnto 06A3aHHOCTeN. PelueHne NoasepXnBaeT HeCKONbKO METOAOB
ayTeHTUdUKaLmMKu, obecneynsan KOMNAEKCHYO 6e30MacHOCTb U KOHTPOb MPUBUAETM POBAHHOTO AOCTYNA U aKTUBHOCTY.
® YpoeHwu 6e3onacHocTh. CeMb YpOBHEN BCTPOEHHbIX GYHKLMIA 6e30MacHOCTY Ana ayTeHTUUKALWW, yNpaBaeHUs AOCTYNOM, WindpoBaHua,
HAAEXHOTO XpaHeHNA AaHHbIX U 3aluTbl MHGOPMaLMK 6e3 BOIMOXHOCTY 00X0Aa 3alLWTbl UK AOCTYNa aAMUHUCTPaTOpa 6a3 AaHHbIX
0becneunBatoT NCKIHOUNTENbHYHO KOHGUAEHLMANbHOCTD.
® Bbicokas roTOBHOCTb 1 aBapuiiHOe BOCCTaHOBAEHUE. MIHGpacTpyKTypa CMPOeKTMPOBaHa C Y4ETOM BbICOKOM TOTOBHOCTU U COAEPXMT
BCTPOEHHbIE, YCTOWUMBbIE K OTKa3aM UHCTPYMEHTbI, MO3BOAAOLLME YAOBAETBOPATL U MPEBOCXOAUTb TPEOOBAHWA aBapUIHOMO
BOCCTaHOB/EHMA, BKAtOYaA 6e30nacHoe pe3epBHOE KOMMPOBaHUe 1 BbiCTpoe BOCCTaHOBAEHME paboThl.

MexaHn3m oBHapyxeHus

MexaHn3m O6Hapy>KeHI/IH, I'Ipe,ﬂ,Ha3HaHeHHbIl;1 ANA HeNnpepbiBHOTO BbliABAEHNA M3MEHEHW B N0KaNbHbIX MK 0BaauHbIX AT -cpenax,
obecneunBaeT NOCTOAHHYHO aKTyabHYO 3aLLMTY, @ Takxe perncTpaumto n 6€30nacHoCTb BCelt MPUBUAETMPOBAHHOM akTUBHOCTW. [Mpw
,ﬂ,O6aBﬂ6HVIVI Wan yaaneHunn CepBepoB n pa6ou|/|x CTaHLI‘l/Il\/’I BCE U3MEHEHWA B MPUBUAETUPOBAHHbBIX aKKayHTaX BbIABAAKOTCA B
aBTOMATMYECKOM pexunme.

HagéxHbin aygut

Pewenne CyberArk Privileged Access Security obecneynBaeT aBTOMaTM3npOBaHHOE MPUMEHEHWE NOAUTUK B OTHOLEHWM NPUBUAEMVPOBAHHbIX
aKkKayHTOB, MNO3BOAAA HEMPEPBIBHO KOHTPOAMPOBATb COBNOAEHME TpeboBaHuin ayanTa. Cnelmannctsl no VT -ayauTy noaydyatoT noaHoe
NPeACTaBNEHNE O TOM, «KEM, KOTAa U NMOYEMY», a TaKXe «4TO» MMEHHO COBEPLUANOCh BO BPEMA BCEX MPUBUNETMPOBAHHbBIX CEAHCOB. PelweHne
Nno3BoOAAeT yﬂ,O6HO N 3KOHOMUYeCKn 3¢¢eKTMBHO npejocTaBaATb OTYEThI O pe3ybTatax ayanTa Yepes e,D,I/IHbIlZ LI,eHTpaJ'II/BOBaHHbIﬂ
penoamopmﬁ BCEX KOHTPO/IbHbIX AAHHbIX.

|/|HTeraLl|I/IF| KOprnopaTuBHOIO ypOBHA
PelweHwe Privileged Access Security nerko MHTErpupyeTcs ¢ CyLecTBYOWMMY CUCTeMamMu 6e30nacHoCTH, OnepaunamMm v MHCTPYMEeHTaMK
DevOps 6narofaps LUMPOKOW Noaaepke aBTomaTtnsaumny nocpeactsom APl-uHtepdelicos REST.
® Cuctembl SIEM (ynpasaeHne MHGOpPMaLVOHHOK 6e30MacHOCTbO 1 CObbITUAMK Be30nacHocTL). MoaHaa ABYCTOPOHHAA MHTErpaLms ¢
nocTaBLKamu peldeHuii SIEM yaydiiaet BO3MOXHOCTM 06HapyxeHus yrpo3 1 onoseluéHua. CyberArk nepeaaér B cuctems! SIEM nHdopmaumo o
COBBITUAX, CBA3AHHbBIX C MPVBMAETMPOBaHHBIM AOCTYNOM W OnepaLuamMy, a Takke 06 akTUBHOCTM KOMaHAHOTO YPOBHS, 3apPerncTprpoBaHHON ¢
NOMOLLLbKO MOHUTOPWHTa MPUBMAETMPOBAHHbIX CEaHCOB.
® [nbpuaHoe obnako. Moaaepxka rMbpUAHbIX 06AauHbIX Cpej obecneyrBaeT 6€30MacHOCTb akkayHTOB FMNEPBM3OPOB U FOCTEBOrO
AOCTyna And aAMUHUCTPATOPOB 06Aaka, a Takxke 3alluTy NpUBUAErpOBaHHbIX YUYETHbIX 3anucelt Amazon Web Services, Microsoft
Azure n Google Cloud Platform.
® YnpaBneHue ysa3BUMOCTAMM. [ToNHaA MHTErpaLua C BeAyLLMMY NOCTaBLUMKAMUW CUCTEM YrpaBAEHUS YA3BMMOCTAMM NMO3BOAAET YNPOLLaTh
«@yTeHTUPULIMPOBAHHOE CKaHMPOBaHME» (TakXe U3BECTHOE Kak «rNyDOKOe CKaHWPOBaHWE») 1 U3BeKaTb MPVBMAETMPOBAHHbIE akKayHTbI U3
XPaHWAWLLA Kax /bl pa3 npu HeOOXOAMMOCTU aBTOPM3aLLMM Ha LieNeBOM CepBepe AN NPOBEAEHNA NPOBEPKM.
® Ynpasnexue naeHTudukaumnen. Vinterpauma ¢ BeAyLnuMm cuctemamun naeHtudukaummn v ynpasnenua goctynom (IAM) ans
MHULMANM3aLMM aKKayHTOB B PeLIEHNM C Y4ETOM OCOBEHHOCTEN KaTanoros, rpynnoBON NPUHAANEXHOCTV UAW NOAUTHK YNpaBaeHWs
naeHTMdnKaumein. MoaobHOe 06beANHEHME TakxKe MO3BONAET HAlWMM 3aKa3umkaM MCNoNb30BaTh NpeapblayLine MHBeCTULMN B
TEXHONOTUK CTPOTON ayTeHTUdMKaLmn, Hanpumep PKI, Radius, Web-SSO, LDAP n apyrue.
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® Cnyx6a nopaepxku. MHTerpaLmsa ¢ 60bLWNHCTBOM KOPMOPATVBHBIX CUCTEM PErNCTPaLIMK 3aMpOCOB, a Takxe COBCTBEHHBIMU PELIEHNAMMU.
BO3MOXHOCTb MPOBEPKM M CO3ZaHWA HOBBIX 3aABOK Ha 0O6CYXVBaHWeE, a Takke WHTerpaLmusa C NpoLiesypamm COrnacoBaHus, Takumm Kak
0A06peHne pyKOBOAUTENA (ABOMNHOM KOHTPOL) U TOTOBHOCTb KO BPEMEHN.

® Cpepnbl DevOps. VIHTerpaums ¢ KOMNAEKCOM UHCTPYMeHTanbHbIX cpeacts DevOps obecneynsaer 3alwuTy v ynpaenexue
KOHOMAEHLMANbHOW MHPOPMaLMEN, MCNONb3YEMOI MHCTPYMEHTaMM HEMPEPbIBHOM MHTErpaLum/pa3paboTku, Takumu kak Ansible,
Chef, Jenkins n Puppet, a Takxe MO ans opkecTpoBku KOHTelHepoB, HanpuMep Docker.

I\/IaCUJTa6|/|pye|\/|aﬂ, rmokas u ycTon4ymBaa apxXxnuTexkTypa

PeweHwne CyberArk Privileged Access Security MUH/ManbHO NOABEPXEHO BHELIHEMY BO3AEWCTBUIO M 3alUMLLAET BaLUM MHBECTULWM B
cywecrsytouyyto UT-cpeay. Bce ero KOMNOHeHTb paboTakoT HE3aBMCKMMO, HO MCMONL3YIOT NPEeNMYyLLECTBa COBMECTHBIX PECYPCOB W aHHbIX.
TakoW rnbkuin Noaxoz NO3BOAAET OPraHM3aLMy HauvHaTb NPOEKT Ha YPOBHE OTAEN0B U CO BpeMeHeM MacluTabupoBaTh ero 40 CA0XHOrO,
pacnpeLeneHHoro KopnopaTmMeBHOro peLleHus.

Mpoayktbl CyberArk

Bce npoaykTbl B cocTase pelwenuns CyberArk Privileged Access Security caMmocToaTeNbHbl, MOAAEPXKMBAOT HE3ABUCMMOE YNpaBaeHue, HO Npu
3TOM COBMECTHO MCMOAb3YHOT PECYPChbl U AaHHble U3 0bLLelt MHGPACTPYKTYpbI.

Kax bl NpOAYKT CAYXUT ANA YAOBAETBOPEHMA Pa3anUHbIX TpeboBaHUi k 6e30MacHOCTU NPYBMAErMPOBAHHOTO A0CTYNa. Bce BMecTe oHK
NpeAoCTaBAAOT KOMMNAEKCHOe, be3onacHoe pelleHne ana OC, KOHeUHbIX TOYeK, cepBepoB, 6a3 AaHHbIX, MPUAOXEHWI, TMNEPBMU30OPOB, CETEBLIX
YCTPOVCTB, cucTeM be3onacHoCT 1 T. 4. OpraHnsaLmm MOryT UCMONb30BaTh WX B IOKaNbHbIX 1 0DNaUYHBIX CpeAaX, MPOMbILW NEHHBIX CUCTEMAX
yNpaBAeHna, a TakKe Ha BCeX CTaAMAX MHTErpupoBaHHOW pa3paboTku v 3KcnayaTaLmm.

PekomeHzyeMble Mepbl MO 3aliuTe NPUBUAETMPOBAHHOMO AOCTYyna:

® [lpuopuTeTHOe onpeaeneHne NOANTHK.

® Ob6HapyxeHWe BCeX NPUBUAETUPOBAHHbIX aKKayHTOB M YUYETHbIX AaHHBbIX.

® 3awmTa yYETHbIX AaHHbIX MPUBUAETMPOBAHHBIX akkayHTOB NOAb30BaTeNel 1 NPUAOKEHWI 1 yNpaBaeHe UMMW.

® KoHTpob, 6€30MacHOCTb U MOHUTOPUHT MPYBKUAETMPOBAHHOIO A0CTyNa K cepBepam, 6a3am AaHHblx, Beb-caiiTam, pelleHnam Saas n nobbim
LieN1eBbIM MPUAOXEHUAM.

® [locTyn ¢ MUHWManbHbIMK NpYBUAETUAMU AN BU3HeC-nonb30BaTeneit v T-aAMUHICTPaTOPOB.

® YnpasneHve NPUAOKEHNAMMU Ha KOHEUHBIX TOUKaX v cepBepax.

® lIcnonb30BaHve MHTENNEKTYaNbHOTO aHaNM3a NPUBMAETVPOBAHHBIX akKayHTOB B PEXMME PeanbHOro BpeMeHu Ans 06HapyxXeHUs TeKyLLMxX aTak v
pearvipoBaHu.

Core Privileged Access Security

3aLLWITa y‘-IéTHbIX AdaHHbIX N yrpaBneHne nMmu

O6HapyKeHWe, KOHTPO/b M 3aLKUTa NPUBUIETUPOBAHHBIX YYETHbIX AaHHbIX
Pewwenne CyberArk npejoTepalliaeT 310HaMePEHHOe 1CMOo/b30BaHWe NPUBUIETMPOBAHHBIX Naponei 1 SSH-katouel, a Takxe obecrneunsaet
HaAnexallnii nopasok U 6e30MacHOCTb YA3BUMBbIX akkayHTOB. OHO 3alUWLLAET MPUBMAETMPOBAHHbIE YUETHbIE JaHHblE HA OCHOBE MOANTHKM
6e30MacHOCTU NPUBMAETMPOBAHHOMO AOCTYNA M KOHTPOJAMPYET, KTO 1 KOTAa MOXET NONYUNTb AOCTYN K ONPeAeNeHHbIM YUETHbIM AaHHbIM. ITOT
aBTOMaTW3VPOBaHHbIM NPOLLECC COKpallaeT TPYAOEMKME U NOABEPXKEHHbIE OLWMOKaM 3aZaum Mo OTCAEXMBAHUIO 1 OBHOBAEHNIO
MPVBUAETMPOBAHHBIX YUYETHBIX AaHHBIX B PYYHOM PEXMMeE, MO3BOASA NErko cobatoAaTh CTaHAapThl ayAnTa U COOTBETCTBHA.

® 3alyyTa OT HECAHKLMOHMPOBAHHOTO MONYYEHNS YUETHBIX AaHHbBIX MPUBUAETMPOBAHHBIX aKKayHTOB W MPEAOCTaBNEHUE aBTOPU3OBAHHbIM

no/b30BaTeNaM HeOOXOAMMOTO AOCTYNa A5 AOMYCTUMbIX CYXeBHbIX Lenei.

® O6HOBNEHME U CUHXPOHM3ALIMA NPUBUAETMPOBAHHbIX Naponeit n SSH-kAtoYel Ha peryaspHOi OCHOBE MK NO TPebOBaHUIO MCXOAA M3

NOANTUK.

° O6Hapy>i<eHme M 3alinTa NpUBUNETNPOBAHHbBIX yL-IéTHbIX JAHHbIX B 10KaNIbHbIX, I'I/I6pVI,£I,HbIX 1 0BNaAYUHBIX cpeaax, Ha BCex CTagmnax
DevOps, a TaKXe Ha HenoCToAHHO NOAKNHOYEHHbBIX KOHEYHbIX TOUKaX 3a npesenamm Cetu.

® ABTOMaTM3aUMA ¥ yNpoLLeHWe 3a4ay Mo YNpaBAeHUIO NPUBMETMPOBAHHbIMU akkayHTamMu nocpeacTBom APl-uHTepdeiicos REST, Bkatoyas
onepauuun B akkayHTax, npaBiaa peructpauuu, npesocTaBaeHne paspeLiennin u apyrue.

° CI'IELI,I/la/WlCTbI no 6e3onacHoCTv u ayanTy MMeroT yértkoe npeactaBNeHne O TOM, K KakiM MPUBUNETNPOBAHHBIM MW KONNEKTUBHBIM

aKKayHTaMm, Korga v 3a4yem O6paLLl,af|l/|Cb OTAE/IbHbIE MONIb30BaTENN.
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|/|3OJ'IHLJ,I/IFI N MOHUTOPWUHI CEAHCOB

M3o0naumna, KOHTPOAb, @ TaKKe MOHUTOPUHT M NPOTOKONMPOBAHME CEAHCOB B PeXKUMe peasbHOro BpeMeH!

PeweHune CyberArk obecneunBaeT 3aLUuTy, M30AALMIO, KOHTPONb U MOHUTOPWHT 4OCTYNa U AeNCTBUI MPUBMAETMPOBaHHBIX NOb30BaTeNENR NpH
paboTte ¢ KpuUTUYeckn BaxHbiMu cnctemamu Unix, Linux n Windows, 6a3amun AaHHbIX, BUPTYyanbHbIMU MalUMHaMK, CETEBbIMU YCTPOWCTBaMMY,
MeiHdpelimamu, Beb-caltamu, pewernamm Saas v 1. 4. OHO Npeanaraet eAMHYO TOUKY ynpaBaeHunsa, NpeAoTBpaLLaeT nonajaxue
BpefoHOCHOro MO Ha LeneByro CUCTEMY 3a CHET M30AALMU KOHEUHBIX NONb30BaTENEN 1 PETUCTPUPYET KaXA0€e HaxaThe KAaBuv v LWenyok
MbILUW ANA HEMPEPbIBHOTO MOHUTOPKHTA.

MocnesoBaTenbHas 3anuch AaET NONHOE NpeAcTaBieHne O ceaHce C BO3MOXHOCTAMM MOUCKa, 10Kanv3aLlum U ONOBELLEHNA O BaXKHbIX
Co6bITHAX €3 HEOOXOAMMOCTW GUALTPALIMM AaHHbBIX B XyPHanax. MOHUTOPWHT B peXnMe peanbHOro BpeMeHy obecrneurBaeT NocTofHHYH
3alUMTy NPMBUAETMPOBAHHOTO AOCTYMa, @ TakXe aBTOMATUYeCKytO MPUOCTAHOBKY 1 3aBepLUE HYe NPVBUAETMPOBAHHBIX CEaHCOB MPU BbIABAEHNH
NOAO3PUTENBHO aKTUBHOCTU. PellieHune Takxe npeanaraeT NOAHYH MHTErpaLuto ¢ pelweHamm SIEM cTOpOHHMX MOCTaBLLMKOB, BKAKOYaA
NpeAynpexaeHna 0 HeobbIYHOM akTUBHOCTMU.
® /130nAUMA NPUBMAErMPOBAHHBIX CEAHCOB NPEAOTBpPaLLaeT PacrnpoCTpaHeHre BPeAOHOCHbIX MPOTrPaMM 13 KOHEUHOM TOYKW Ha KpUTUYeCKu
BaXHbIe CHCTEMBI.
3alLmTa NpuBUAErPOBaHHbIX Naposew n kitouer SSH oT HOBEMLIMX METOA0B 3N0yMbILUNEHHWKOB, TakMX Kak PErncTpaLys HaxaTtus K1asuL v
aTakv Tuna Pass-the-hash.
® 3alunTa ¥ KOHTPONb NPUBMAETMPOBAHHBIX CEAHCOB ANA NPeAOTBPaLLeHNA 0bX0la cucTeMbl 6€30MacHOCTM BPeAOHOCHBIMU NPOrpamMMamu
VAW aTakaMmmy «HyNeBOTO AH#».
® Co3paH1e VHAEKCMPOBAHHBIX, YCTONUMBbLIX K GanbCdMKaLMAM MPOTOKO/OB NPHBUETMPOBAHHbIX CEaHCOB W NPeAOCTaBAEHNE MeTaAaHHbIX C
MOWUCKOBBIM MEXaHU3MOM.
® YnpaBneHvie 13 KOMaHAHOW CTPOKM 1 BCTPOEHHBIA AOCTYN MO NPOTOKOAY SSH € coXpaHeHyeM BO3MOXHOCTY MCMOAb30BaTb Mapo/v UM KIKUM
SSH ans 6e30nacHoi paboTbl C MPUBUAEMVIPOBAHHbIM akKayHTaMMu.
® Bo3MOXHOCTb co3aHna MocTa Active Directory, no3sonatoLias opraHv3auyam LeHTPaaM30BaHHO YrpaBaaTh NOAb30BaTENAMM W
akkayHTamm Unix, casanHbiMu ¢ Active Directory yepes naatpopmy CyberArk.

AHanu3 akTMBHOCTU B NPUBUITETMPOBAHHbLIX aKKayHTaXx u o6Hapy>|<eHV|e yrpos

AnannTtuka n onoselwéHne o BPeAOHOCHOW aKTMBHOCTM B MPUBMUIETMPOBAHHbIX aKKayHTax
CyberArk npegnaraet pelleHune no HTeNNEKTYaAbHOMY aHanv3y 6e30MacHOCTM ANA 0BHapYXeHA, ONOBELLEHNA M pearnpoBaHusA Ha
aHOManbHYH aKTMBHOCTb B MPVBMAETMPOBAHHbIX akkayHTax, KOTOpas yka3blBaeT Ha MPOBOAVMYIO aTaky. PelleHve cobupaert Lienesoii Habop
[laHHbIX 13 HECKObKMX UCTOUHMKOB, BKAtouas CyberArk Digital Vault, SIEM v ceTb. [Tocne 3T0ro oHO NpUMeHSET CAOXHYH KOMOMHALMIO
CTaTUCTUYECKMX U JeTEPMUHUPOBAHHbIX aNfOPUTMOB, NO3BONAA OPraHM3aLMAM BbIABAAT NPU3HAKM KOMMNPOMETaLMM Ha HauanbHbIX 3Tanax
aTaku C NOMOLLbO 0OHapyXeHWA BPEAOHOCHBIX MPUBUAETVPOBAHHbIX AENCTBUN.

® ObHapyxeHWe 1 OMNOBELLEHNE B PEXMME PEANbHOrO BPEMEHMW C aBTOMATUYECKUM pearvpoBaHmem Ha 3adrKCMpoBaHHble HUMAEHTBI.

® Onpesenexne aHoOManuin 1 BPeAOHOCHbIX AEVCTBUI, CBA3AHHbIX C MPVBUAETMPOBAHHbIM AOCTYNOM, C BO3MOXHOCTBIO OOHapYXeHWA TekyLLnX

atak.

® AsanTauua pacnosHaBaHua yrpo3 K MeHALLEeMyCcs Habopy PUCKOB C MOMOLLbIKO aNrOPUTMOB CaMOODYyYeHUs.

¢ ConocraeHne MHUMAEHTOB U NPUCBOEHKE YPOBHEN Yrpo3.

® [loBbileHWE LIEHHOCTH CyLLeCTBYOLLMX peleHnid SIEM nocpeACTBOM BCTPOEHHOW MHTerpaLmm.

® OnTrMu3aLwma NpoLeccos ayanTa baarogaps MHOOPMATUBHBIM AaHHBIM O MOAENAX U aKTUBHOCTM NOAb30BaTENEN.

Alero™: gocTyn yaanéHHbIX NOCTaBLNKOB

BbicTpoe 1 6e3onacHoe NoaKAOYeHMe yAaNEHHbIX NOCTaBLWMKOB K nnaTdopme CyberArk 6e3 VPN, areHTOB naun naponei
CyberArk® Alero™ — 370 peluenne SaaS, coyetaroliee B cebe focTyn Zero Trust, 6UOMETPUYECKYHO MHOTOGAKTOPHYH ayTeHTUOUKaALMIO 1
CBOEBPEMEHHYO UHMLManM3auuto. Alero npeAocTaBafeT yaanéHHbIM NOCTaBLLMKaM AOCTYMN TONKO K HEOOXOAMMBIM MM pecypcam 3a CYET
NoAHON nHTerpaumm ¢ pewennem CyberArk Core Privileged Access Security Anq BO3IMOXHOCTE KOMANEKCHOTO ayAnTa, PerncTpaumum v
BOCCTaHOBNeHWA. Alero obecneunBaeT ObICTPbIN, YA0BHbIV 1 6e30MacHbIN NPUBUAETMPOBAHHbINA AOCTYN AN YAANEHHbIX NOCTABLIMKOB, KOTOPbIM
HYXHO paboTaTh C KPUTUYECKM BaXKHbBIMU BHYTPEHHUMU CUCTEMAMM.

He Tpebys VPN, areHToB nav naponeit, Alero nckatouaeT akcnayatalMoHHbIe PacXoAbl AN aAMVHICTPATOPOB M MOBbLILIAET YPOBeHb 6e30MacHO CTh

opraHu3saLm.

® Wnterpaumsa c CyberArk Core PAS ana npeaoctaBaeHna JONOAHUTENbHOTO YPOBHA 3aLLUThl KPUTUUECKM BaXHBIX CUCTEM
® BHezpeHWe bonee 6e30MacHOro pelueHns, Yem TpaanLMOHHbIE NOAXOAbI Ha Ba3e yCTPOMCTB naeHTUdMKaLmm nan VPN
® YcTpaHeHue aKCnayaTaluMoHHbIX U34epXeK, CBA3aHHbIX C ynpasaexem VPN, areHTamu n naponamu
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ynpaBneHme MWHUMAITbHbIMU NPUBUNTETNAMMU

[eTanbHblil KOHTPOAbL YypoBHA cepBepoB *NIX n Windows
CyberArk no3sonseT npuBMaerMpoBaHHbIM NOAb30BATENAM UCMOAb30BaTh KOMaHAbLI aAMUHUCTPUPOBAHMA U3 COBCTBEHHBIX ceaHcoB Unix/Linux,
MCKAKOYAA HEHYXHbIV AOCTYM C NpaBamy Cynepnonb3oBaTens av agMUHUCTPATOPa. ITO 3alUMLLEHHOE peLleHe KOPNopPaTUBHOTO YPOBHSA C
BO3MOXHOCTbIO ieNerMpoBaHna NOTHOMOYNIA Npeanaraer YHMGULMPOBAHHYIO U COTNaCcoBaHHYH PerncTpaLmio AencTBnit
cynepnonb3osateneil. OHO CBA3bIBAET X aKTVBHOCTb C IMUYHBIMW UMEHaMW, OAHOBPEMEHHO obecneynsan CBODOAY AN #A BbINOAHEHWS
LOMKHOCTHBIX GYHKUWMIA. TOUHOE ynpaBaeHve 4OCTYNOM OCYLLeCTBAAETCA NPY MOCTOAHHOM MOHWUTOPWHIE BCEX aAMUHMCTPATUBHbIX KOMaHA,
BbIMONHAEMbIX Cynepnonb30BaTensmMu, C YU4ETOM VX poneit 1 3asad. PelieHune Takxe NO3BOAAET OpraHn3aumam 610KMpOBaTh ¥ CAEPXUBATL
aTaku Ha cepsepbl Windows Ans CHUXEHWsA pucka Kpaxu HGopMaLmny vav ee lUIMGPOBaHUA C LIENbO MONYYeHWs BbIKyna.
® 3ameHa YacTo MUCMOMb3YeMbIX CUCTEM ANA AENErVPOBAHNA NOJHOMOUMIA LLEHTPaM30BaHHbIM aNbTepHATMBHbIM peLleHneM, 0becneunBaroLLm
TOYHOE yNpaBaeHvie NpuBMAErMAMK 1 6e30MacHOe XpaHeH e XyPHanoB ayanTa.
MoaTBEPXAEHVE BO3MOXHOCTEN 3aLUWThl, KOHTPOAA U MOHUTOPWHIa NPVBUAETUIA Cyneprnonb3oBaTenet Ans ayAnTopos.
® [pegocTasnerne NOAPOOHbIX KOHTPOMbHbIX 3anuceit 0 TOM, KeM, KOTAa v N0 KakoW NpUYMHe NPpUBMAETAV NOBbILIAANCL A0 NPaB
Cynepnonb3oBarens.
CokpallieHne NpuBUAeruiA cynepnonb3oBaTenell 40 AeNCTBUTENBHO HEOOXOAMMBIX C LieNbo CHUXEHWA pucka 310ynoTpebaeHuin nam
owmnobok.
® [locTyn K NOAHOCTbIO AeNerMpoBaHHbIM 060104KaM Cynepnoab3oBaTens Anf UHTYMTUBHO NOHATHON paboTbl B COOTBETCTBUN C
NOCTaBNEHHbIMY 3aZa4amu.
® BcTpoeHHble WabnoHbl NOANTVIK ANs pa3rpaHryeHns 0b6a3aHHOCTel Ha cepaepax Windows C NOMOLLBHO YNpaBAeHUsA NpUBUAErAMM
AAMVHUCTPATOPA MCXOASA U3 POV MONb30BaTENS.
® BO3MOXHOCTb BKNOYEHUA KOMAH/ B DNbI/UepHbIV CNUCOK OTAENBHO AN KaXAO0ro NoAb30BaTens W/Wau Ans Kaxaon cucremsl.

ObecneyeHne 6e30NaCHOCTM KOHTPONNEPOB AOMEHA

3awmTta KoHTponnepos gomeHa Windows oT aTak Kerberos
CyberArk npegnaraet areHT Windows, KOTopbIi npakThyecky He NoTPebAAeT pecypcbl CUCTEMBI M aHaNM3UPYeT CeTeBOE NMOBEAEHNE ANA
obHapyxeHus TekyLmx atak Kerberos. laHHoe pelueHvie obecneyrBaeT MOHUTOPUHT W 3aWMUTY KOHTPOANEPOB AOMEHa, UCKAt0Yaa paboTy noj
UYXWUM UMEHEM W HeCaHKLMOHWPOBAHHBIV AocTyn. Kpome Toro, OHo nomoraeTt 06e30nacuTb OpraHn3aLio 0T MHOXECTBa PacnpoCTpaHeHHbIX
TMNOB aTak Ha npoTtokon Kerberos.
® ObHapyXeHWe pPasnvuHbIX NOTEHLMANbHBIX YTPO3, BKAOUAs NpeAnonaraemMoe xulleHue yUETHbIX AaHHbIX, MepeMeLéHre no ceTv u
NOBbILUEHVIE NPYBUAETHI.
® OnoBelLLEHWe B pexyiMe peanbHOro BpemMeHu yepe3 MHGOPMaLMOHHYto naHenb CyberArk, 3n1eKTPOHHYH NOUTY vav MHGO PMaLIMOHHYHO
naHenb SIEM.
® [pUMeHeHWe TOUHbIX CPEACTB YNPaBAEHUA ANA MOHUTOPUHIA HAMEHbLUMX MPUBMAETUIA U MPUNOXKEHWIA Ha KOHTPOEPaX JOMeHa.
® ObHapyxeHwe Lenoro psja Tekylimx atak Ha npotokon Kerberos, Bkatoyas Golden Ticket, Overpass-the-Hash 1 maHunynsumm ¢
ceptudwkatamu atpnbyTos npusuneruii (PAC).

YnpasneHue KOH(pUAEHLMANbHOW MHPopMaLMe NPUNOXEHUN, KOHTENHEPOB U Cpes
DevOps

Application Access Manager™

3alWMTa, KOHTPOb U AYAUT YYETHbBIX AAHHbIX MPUAOKEHUH B NOKANbHbIX, TMOPUAHBIX, KOHTEMHEPHbIX U
MY/NbTUOBNAYHbIX Cpesax

CyberArk Application Access Manager obecneuvBaeT KOMMAEKCHOE ynpaBaeHne NPUBUAETMPOBAHHBIM AOCTYNOM, YUETHBIMU AaHHBIMU 1
CeKpeTamu Ans WKPOKO UCNOb3yeMblX TUMOB MPUAOXEHUI N MaLUMHHBIX naeHTUdKKaTopoB. Hanpumep, Application Access Manager
3alMLLaeT YUETHbIE AaHHbIE TOTOBLIX KOMMEPYECKMX MPUAOXEHWA, TPAANLMOHHbBIX MPUAOXEHUI COBCTBEHHOW pa3paboTky, CLieHapyes, a
Takxe KOHTeMHEPHbIX MPUAOXEHWI, CO34aHHbIX C UCNOAb30BaHKeM MeToAnK DevOps.

Application Access Manager npeZocTaBasieT MOLLHOE pelleHue no obecneyeHnto 6e3omnacHOCTH, KOTOPOe NO3BONSET OPraHW3aLMaM BHEAPATh
KOHTPO/Ib, YNpaBAeHVe 1 ayanT B OTHOLUEHWM Nt0BOr0 MalUMHHOTO NPUBUAETVPOBAHHOTO AOCTYNa ANA PA3NUHbIX TUMOB NPUNOXEHWI B
NIOKaNbHBIX, TMOPUAHBIX, KOHTEMHEPHBIX U MyNbTMODAAUHbIX CpeaaX.

® BHeapeHvie CTPOron ayTeHTUGUKALMKM 33 CUET NCNONb30BaHUA COBCTBEHHbIX aTPUOYTOB NPUNOXEHUN, KOHTEMHEPOB W APYIYX MaLUMHHbIX
VAEHTOUKATOPOB ANA YCTPaHeHWA NPobaeMbl 3arpy3ku NePBUYHOTO KOUa 1 NOTEHLMANbHBIX YA3BUMOCTEN.
ynpolyeHHaa nHTerpauma 3a cYéT NoAAEPXKKM WIPOKOTO CNeKTPa NPOBEPEHHbIX KOMMEPYECKMX MPOrpaMMHbIX NAaTGOPM, MPUNOXKEHNI
W MHCTPYMEHTOB, TakMX Kak O13HeC-NpuoXeHna, cpeacTBa be3onacHocTv, naatgpopmbl RPA, MHCTPYMEHTbI HenpepsIBHOM
VHTErpauum/pa3paboTkn n KOHTENHEPHbIe NAaTGOpMbI.
YckopeHHoe pa3BEépTbIBaHME M UCMONb30BaHWe Baarofaps YA00HOMY Ana pa3paboTynKoB peLleHnto AN 3aliuTbl KOHUAEHLMANbHBIX
[aHHbIX B cpeax npuaoxernii n DevOps, No3BoAsArOLIEMY COCPEAOTOUNTLCA Ha pa3paboTke MO. Kpome TOro, pellerna ¢ OTKPbITbIM
VCXOAHBIM KOZOM NOMOratoT pa3paboTuvkam 1 aaMuHucTpatopam DevOps Nerko oLeHnBaTh, Pa3BEpTbIBaTh W 3alUmLLaTh CBOU CPEAb!
DevOps.
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® BceCTOPOHHUI ayanT Nt0bbIX BO3MOXHOCTEN AOCTYMNa MyTeM VX KOMMAEKCHOrO OTCAEXMBaHWA U MPOBEPKU C 3aLLUTOM OT danbcudukaLmid.

® [locnegosatenbHOE NPUMEHEHWE MOAUTUK AOCTYNa: BHEAPEHWE PONEBOV MOAEAN YNPABAEHUA AOCTYNOM ANA MaLUMHHbIX
VABHTUDMKATOPOB, MCMONb30BaHWE MHTErpaLMy C Apyrumu pelervamu CyberArk n napTHepoB AN LEeHTPaau30BaHHOTO ynpaBaeHus
NOANTVKaMK Ha BCEM MPEANPUATUM, a TakKe MPUMEHEHNE UHbIX CPEACTB YNPaBAEHUA Ha OCHOBE MOAUTUK.

® loaaepxka HenpepbIBHLIX OU3HEC-NPOLLECCOB U APYrvX TPeOOBaHUI KOMMaHWK, BKAOYAA MacluTabupyeMoCTb, FOTOBHOCTb, U30bITOUHOCTb 1
0TKa30YyCTOWYMBOCTb, ONOBELLEHNE, POTALMIO HA OCHOBE MOAUTUK W T. A.

YnpaBneHue npuBunerusiMin KOHeYHbIX YCTPOUCTB M 3alluTa OT Kpaxu YYETHbIX
NaHHbIX

Endpoint Privilege Manager

MpUMeHeHne MUHUMAbHbBIX MPUBUAETUI Ha KOHEYHbIX TOYKaX
PeweHwe Endpoint Privilege Manager 3alLyiiaeT NpyBUAETM Ha KOHEYHbIX TOUKax (HacTonbHble MK/Hoytbykmn Windows n Mac) u caepxwusaet
aTaku Ha caMoM paHHeM 3Tane. OHO NO3BOAAET aHHYAMPOBAaTb NPaBa N0KaNbHOTO aAMUHMCTPATOPa C MUHMMaNbHbIM BAMAHWEM Ha
NPOAYKTUBHOCTb PaboTbl NoNb30BaTeNEN, NNABHO MOBbILAA NPVBUAETUN ANA Pa3PELUEHHbIX MPUAOXKEHW AV 3aad. YNpaBaeHue
NPUNOXEHUAMM C aBTOMATUYECKUM CO3AaHUEM MOANTVK NPeAOTBPALLaET BbINONHEHNE BPEAOHOCHBIX MPUAOXEHWI B OpraHn3aLuy v 3anyckaer
VX HEM3BECTHbIE 3K3eMMAApLl B 6e30MacHOM pexume. B coyeTaHnm € 3alnTO OT KPaXu YUYETHBIX AaHHbIX 3TO MPenATCTBYET BHEAPEHUIO
BpesoHocHoro MO 1 caepkuBaeT aTaky Ha KOHEUHbIX TOYKAX.

® BO3MOXHOCTb yAaneHna npas agMUHNUCTPATOPa Y NOBCEAHEBHbIX OU3HEC-N0Ab30BaTeNeN 6e3 CHMKEHNA UX NPOAYKTUBHOCTY, a Takxe
NNaBHOE NOBbILEHNE MPUBUAEMUIA Ha OCHOBE NOANTVK NPV HEOOXOAUMMOCTY 3amycka pa3peLleHHbIX MPUAOXEHUI MAK KOMaHA.
3alMTa OT NPOHWMKHOBEHUSA W PACMPOCTPAHEHMSA BPEAOHOCHBIX MPUAOXEHWIA, B TOM UM CAe NporpaMm-BbiMOraTeneit, no Bcei cpese u
BO3MOXHOCTb 3aMycKa HeV3BECTHbIX MPUAOXEHWI B «OrPaHNUYEHHOM pPexuMe» Ans NPOAYKTMBHOW v 6e3onacHo paboTbl NOb30BaTeNEN.
ObHapy>xeHne 1 6a0KMpOBKa NOMLITOK Kpaxw YUYETHbIX AaHHbIX Windows 1 Tex, YTo xpaHATCa B NONyAapHbIx Be6-bpay3epax, And
NpeAOoTBPaLLEeHVA pacnpoCcTpaHeHus Yepes cpeay.
MonHas nHTerpaumsa co cayxooi CyberArk Application Risk Analysis Anq aBTOMaT13VPOBAHHOIO aHanv3a v CBOEBPEMEHHOIO OnpeseneHns
NOANTVIK B OTHOLLEHWM HEV3BECTHBIX MPUIOXEHWA.
® [1naBHaa MHTerpaLua ¢ cuctemamu obHapyxenus yrpo3 Check Point, FireEye u Palo Alto Networks.
Moasepxka BapuMaHTOB Pa3BEPTbIBAHNA ANA NOKaNbHbIX CEPBEPOB W pelleHnin Saas.

O komnaHum CyberArk

CyberArk — mvipoBoii avaep B 0bnacti obecneyeruns 6e30NacHOCTV NPYBUAETMPOBAHHOTO AOCTYNa, KPUTUYECKM BakHOTO yposHa T -6e3onacHocTu
ANA 33Tl AaHHbBIX, THPACTPYKTYPbI M aKTWBOB Ha NPEANPUATUK, B 0BAaKe 1 Ha BCeX CTaAMAX MHTErpUpPOBaHHOM pa3paboTk v v 3KCnayaTaLmw.
CyberArk npegocraBnseT Hanbonee NONHOE B OTPACAU PELLEHVE ANA CHUXEHWA PYICKOB, CBA3AHHBIX C MPUBMAETMPOBAHHBIMW YUYETHBIMY AAHHBIMU 1
CeKPETHOM MHPopMaLIMeN. Beayluyie MupoBble opraHy3aLmy, Bkatouas bonee 50% yuactHukos cnmcka Fortune 100, 40BEpAIOT KOMNaHUM W MCMONb3YHOT
ee peLleHna ANA 3aLLMTbl OT BHELLHMX aTak v BHYTPEHHMX 310yMbILLNEHHUKOB. LLTab -kBapTVpa MexayHapoaHov komnaHuy CyberArk HaxoauTca B T.
Metax-Tukea, M3pannb. Komnanus Takke umeeT ronoBHoe npeActasutensctao B CLUA (r. HbrtoToH, WwraT MaccayyceTc), a ee obucbl paboTaroT B CTpaHax
CesepHoit v KOxHoM Amepuky, pervioHe EMEA, A3natcko-TrxookeaHCKOM pervoHe v B AnoHuu.

SOFTPROM

KoHTakTbl Ans cBS3u

Softprom — oduumanbHbIn AncTpubbloTop koMnaHum CyberArk ¢ noaTBePXKAeHHbIMU KOMNETEHLMSIMU U OMbITOM peanuaaumm

npoektoB PAM-pelueHunin B AzepbangxaHe, Mpy3uun, ApmeHuun, Benapyck, KasaxctaHe, Mongose, Poccuu, Y3bekucrtaHe n Ykpaute.
cyberark@softprom.com | softprom.com

© CyberArk Software, 1999 — 2019 rr. Bce npaBa 3aluiyeHbl. Vicnonb3oBaHue v pacnpocTpaHeHue AaHHow nybnukauun B nobom Buae, Lenmkom n eé vactu, 3anpetyeHo 6es
SIBHO BbIPAXXEHHOro nucbMeHHoro cornacusi CyberArk Software. CyberArk®, norotun CyberArk v gpyrue ToproBble HaUMEHOBaHWUS UNWU Ha3BaHWUS YCNyr, YNOMSIHYTble BbILLE,
ABNSAIOTCA 3aperncTpMpoBaHHbIMW  TOBapHbIMU  3Hakamu (unu  ToBapHbiMu 3Hakamu) CyberArk Software B CLWA wun pgpyrux topucaukuyusx. [pyrue Toprosble
HaMMEHOBaHWA 1 Ha3BaHMS YCNyr ABNATCA COOGCTBEHHOCTBIO CBOMX 3aKOHHbIX Bnagensues. CLUA, mapt 2019 r. JokymeHT Ne 180. 191171844

CyberArk paccmaTpvBaeT nHbopMaLmMio B AaHHOM [OKYMEHTE Kak akTyanbHylo Ha aaTty eé nybnukauun. Hdpopmaums npepoctasnsetcs 6e3 kakux-nubo SBHO BbIpaXeHHbIX,
NpeayCMOTPEHHbIX 3aKOHOM WU NOAPa3yMEBAEMbIX rapaHTHii U MOXKET BbiTb M3MeHeHa 6e3 npeBapUTENbHOTO YBELOMIEHNS.
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